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Abstract - This paper addresses the problem of topology
error identification for generalized orthogonal state estima-
tors based on fast Givens rotations. Attention is focused on
two issues: avoiding observability/criticality problems dur-
ing topology error processing, and improving the perfor-
mance of the error identification procedure. The former ob-
jective is attained by endowing the orthogonal estimator with
a priori information processing capabilities. It is shown in
the paper that prior knowledge on the states is easily accom-
modated in the three-multiplier Givens rotations framework,
requiring no extra computational cost. To accomplish the
second goal, we advocate the application of a geometric test
to ensure that all devices with wrong status are duly selected
as suspect. The effectiveness of the resulting identification
method is assessed through its application to distinct situa-
tions involving topology errors simulated on the IEEE 24-bus
test system.
Keywords - Bad Data Analysis; Power System State Es-
timation; Power System Real-time Operation.

1 Introduction

THE knowledge of the network topology is fundamen-
tal for real-time operation. All system based applica-

tions, such as state estimation, contingency analysis and
on-line power flow, make use of the network topology de-
fined by switch and circuit breaker status. Errors on those
data produce incorrect topologies which, if undetected,
will hamper the performance of subsequent EMS applica-
tions. Efficient tools to detect and identify topology errors
are therefore instrumental to the power system real-time
model building process.

Being widely recognized as an efficient tool to pro-
cess gross errors on analog measurements, Power System
State Estimation (PSSE)is a natural candidate to perform
topology error identification. During the last decade, the
emergence of the generalized state estimation approach
[1] brought about a new generation of topology error al-
gorithms. Those algorithms model selected regions of the
network at the bus section level [2] and explicitly rep-
resent the status of switches and circuit-breakers (often
referred to asswitching branches). In [3], generalized
state estimation is treated as a constrained minimization
problem where measurement equations, null bus injec-
tions and switching branch status appear as equality con-
straints. The normalized Lagrange multipliers associated
to switching branch status are then used to devise an enu-
merative method for detecting and identifying topology
errors. An enhanced method is proposed in [4], where
statistical tests assisted by a geometric approach eliminate
the need of repeated state estimator runs, previously re-

quired in [3]. In [5], the numerical robustness of orthog-
onal methods is exploited to solve generalized state esti-
mation, including topology error identification. Normal-
ized residuals, instead of Lagrange multipliers, are used
to select switching branches with suspect status. The con-
ditional probability of each possible configuration involv-
ing the suspect set of devices is determined by the same
hypothesis testing procedure used in [4]. As in [4], the
correct topology is pointed out by the largest conditional
probability of each candidate configuration, given the cur-
rent set of measurement values.

A detrimental factor which often affects the perfor-
mance of analytical approaches to topology error identifi-
cation is the relatively lower level of measurement redun-
dancy at the substation level, leading to the occurrence of
critical constraints and critical sets of constraints [3]. Be-
sides, when going through the various status configuration
corresponding to distinct alternative hypothesis, observ-
ability problems may arise due to the creation of multiple
observable islands, requiring the definition of multiple ref-
erence angles during topology error processing.

This paper proposes an improved version of the or-
thogonal method presented in [5], where topology error
identification is carried out by Bayesian-based hypothesis
testing. The main contributions of the paper are:a) the
inclusion ofa priori information in the orthogonal gener-
alized formulation in order to avoid the need of defining
multiple reference angles during the topology error pro-
cess, andb) the use of a geometric test to ensure the selec-
tion of all wrongly modeled devices as suspect. The result
is a more efficient and reliable topology error identifica-
tion algorithm which eliminates islanding problems and
reduces the effects of data criticality through the inclusion
of a priori information, with no extra computational cost.
Furthermore, the use of the geometric test has proved to be
essential in cases where low redundancy tends to degrade
normalized residual sensitivities.

The performance of the proposed method is assessed
through its application to the IEEE 24-bus test system,
considering different types of topology errors and distinct
substation configurations.

2 Generalized State Estimation

2.1 Augmented State Vector - Operational and Struc-
tural Constraints

Assuming a linear (DC) model for aN bus power net-
work on whichm measurements are taken, the relation-
ships between measurements and state variables can be
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expressed as:
zm = Hm x + η (1)

wherezm is the m × 1 measurement vector,Hm is an
m × n measurement observation matrix,η is them × 1
measurement error vector andx is then × 1 state vector.
We consider thatx andHm are augmented with respect to
the conventional measurement model in order to include
power flows on switching branches as new state variables
[4]. Such an extension characterizes the so-calledGen-
eralized State Estimation (GSE).Accordingly, the aug-
mented state vector is defined as

x=
[
δT , tT

]T
(2)

whereδ is an (N − 1)-vector of bus voltage angles ex-
cluding the angle of the reference bus,t is theNsb-vector
of active flows through the modeled switching branches,
and Nsb is the number of such branches. Thus,n =
N + Nsb − 1 and matrixHm contains additional columns
with respect to the conventional observation matrix to ac-
count for the new state variables.

In order to represent the network at the substation
level, two additional equations are required, as follows:

Ho x = 0 (3)

Hs x = 0 (4)

Eq. (3) models the status of switching branches, compris-
ing zero voltage drops across closed switching branches
(δi − δj = 0) and zero flows through open switching
branches(tij = 0). Eq. (4) comprises deterministic infor-
mation such as zero bus power injections at bus sections
and bus voltage reference angles(δj = 0).

Since we assume in this paper that both the measure-
mentsandthe network topology are subject to uncertainty,
the conventional state estimation weighted least-squares
formulation is modified in order to include the status in-
formation given by Eq. (3) as pseudo-measurements. On
the other hand, the deterministic information about zero
bus injections and voltage reference angles are modeled
as equality constraints. The state estimation problem is
thus restated as:

min 1
2 (z −Hx̂)T R−1 (z −Hx̂)

s.t. Hs x̂ = 0 (5)

wherex̂ is the vector of state estimates,z =
[

zT
m 0

]T

and

H =
[

Hm

Ho

]
R =

[
Rm 0
0 Ro

]

Rm is a diagonal matrix whose entries are the measure-
ment variances, i.e.,Rm = diag{σ2

1 , . . . , σ2
m}. The

Nsb ×Nsb matrixRo is the covariance matrix for the op-
erational pseudo-measurements which is also assumed di-
agonal. The values of the corresponding variances reflect
the level of uncertainty assigned to the status of network
circuit-breakers and switches.

2.2 EmbeddingA Priori State Information

It is sometimes important to include in estimation pro-
cess anya priori knowledge possibly available on the state
variables. This can be implemented by adding to the ob-
jective function (5) a term of the form

1
2
(x̂− x̄)T P−1 (x̂− x̄) (6)

wherex̄ is the vector ofa priori information on the state
variables andP is the corresponding covariance matrix.
Typically, the values in̄x are assumed uncorrelated, so that
P = diag{σ̄2

1 , . . . , σ̄2
n}, whereσ̄2

i models the uncertainty
on the value of̄xi. Therefore, ascribing infinite values to
σ̄2

i , i = 1, . . . , n, means that nothing is known in advance
about the state variables. As a consequence, expression
(6) is null, and the problem reduces itself to the conven-
tional state estimation in whicha priori information is not
taken into account.

In most cases, however, some reliable knowledge is
available about the states. For bus voltage angles, for in-
stance, one can assume that they are in the vicinity of
zero radian. In addition, under steady state conditions
one can always define lower and upper bounds forθi,
i = 1, . . . , N,. For instance, it can be assumed thatθi is
uniformly distributed in the interval[−π/2, π/2] rad. The
latter argument allows the definition of matrixP, while the
proximity of zero radian can be used to define the mean
value x̄. A similar reasoning can be used to define the
mean values and variances for the remaining state vari-
ables.

A priori information on the states take part on the esti-
mation procedure and ultimately affect the state estimates
in precisely the same way as a set of additional direct
pseudo-measurements of the state variables [6]. Such a
property comes in handy when dealing with some practi-
cal situations, such as to circumvent the need of defining
multiple angle references when islanding occurs, which is
often the case during topology error processing. This topic
will be re-examined in Section 3.

2.3 Normalized Residual for Topology Error Analysis

The solution of problem (5) provides estimation resid-
uals for both analog measurements and switching branch
statuses. Just as the former can be employed to detect bad
data among measurements, the latter can be effectively
used for topology error identification, as detailed in Sec-
tion 4.

3 GSE via Givens Rotations

3.1 A Macro View

In this paper, the constrained weighted least-squares
problem (5) is solved by the three-multiplier (3-M) version
of Givens rotations [9]. To outline the procedure, consider
that successive orthogonal transformations are applied to
matrix H and vectorz (both previously scaled by matrix
R−1/2) in order to obtain an upper triangular linear sys-
tem of equations. IfQ represents the matrix that stores the
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individual rotations, we have [7],[8]:

Q
(
R−0.5

[
H z

])
=

[
U c
0 d

]
(7)

whereU is an uppern × n triangular matrix andc is an
n−vector. The fast versions of Givens rotations are based
on the decomposition of matrixU as [9],[7]:

U = D
1
2 Ū (8)

whereD is a diagonal matrix and̄U is a unit upper tri-
angular matrix. Vectorz is considered as extra column of
H, so that the vectorc is also scaled in the transformation.
The resulting scaled vector is denoted byc̄. The artifice
of scalingU as above has a number of computational ben-
efits, such as the elimination of square-root computations
during the factorization given by Eq. 7. In practice,D

1
2 is

not required, and onlyD needs to be computed. Further
details on the elementary3-M Givens rotations are given
in Subsection 3.2.

As long as the transformations (7) have been per-
formed, the state estimates are obtained by simply solving
the upper triangular system

Ū x̂ = c̄ (9)

by back-substitution. The weighted sum of squared resid-
uals is determined fromd, as a by-product of the estima-
tion process.

The structural restrictions given by Eq. 4 are incor-
porated into the problem as equality constraints to the or-
thogonal estimation process and are dealt with by apply-
ing the iterative refinement weighting method described in
[8].

The robustness of Givens rotations is particularly wel-
come in the present application, where weighting factor
values for measurements and circuit-breaker status may
considerably differ from each other.

3.2 The Elementary Rotations - Interpretation of Scaling
Factors

In this subsection, we provide a “micro view” of the
3-M Givens rotations, in order to show how this variant of
the rotations provides a very simple means of incorporat-
ing a priori information into the estimation process.

To sequentially implement the scaling of matrixU as
defined in Eq. (8), every new row of matrixH to be pro-
cessed (augmented with the corresponding entry of vector
z) is also assumed as scaled by a factor

√
w. Accordingly,

prior to a particular rotation between a generic rowh and
the i − th row u of triangular matrixU aimed at zeroing
out thei− th entry ofh, we have:

u = [0 . . . 0
√

d . . .
√

d uk . . .
√

d un+1]
h = [0 . . . 0

√
w hi . . .

√
w hk . . .

√
w hn+1]

(10)
where

√
d is the current scaling factor of rowu of U. After

applying the elementary rotation,u andh become:

u′ = [0 . . . 0
√

d′ . . .
√

d′ u′k . . .
√

d′ u′n+1]
h′ = [0 . . . 0 0 . . .

√
w′ hk . . .

√
w′ h′n+1]

The equations which define the relationships between the
transformed and the original entries ofu andh are given
by [9]:

d′ = d + wh2
i

w′ = d w/d′

c̄ = d/d′

s̄ = whi/d′
(11)

h
′
k = hk − hiūk

ū
′
k = c̄ūk + s̄hk

}
, k = i + 1 . . . n + 1 (12)

where c̄ and s̄ are the parameters which define each el-
ementary rotation. The3-M variant of Givens rotations
owns its name from the name of multiplications required
in the transformations in Eqs. (12). After the initializa-
tion of the weighting factorsd andw, the rows ofH are
processed sequentially, each of them undergoing the num-
ber of elementary rotations necessary to annihilate all its
nonzero entries. The rows ofU , as well as matrixD, are
updated during this process, through the above equations.

A very attractive feature of the3-M rotations is that
the scaling mechanism required for their implementation
allows the solution ofweightedleast squares problems for
free, at no extra computational cost [9]. In PSSE prob-
lems, the value initially assigned to the row scaling factor
w is the weight attributed to the corresponding measure-
ment. That is, if rowh corresponds to, say, measurement
zj , thenw = 1/σ2

j [7].
Having established the role of the measurement scal-

ing factorw, an interpretation of the scaling factorsd of
the U rows is now in order. Analogy withw suggests
that the initial value ofd can also be seen as a weight,
but in this case assigned to the states (notice that there are
as manyd’s as state variables)before any measurement is
processed. In other words,di is the weighting factor for
the a priori information possibly available on state vari-
ablexi. In addition, the value fordi must be in agreement
with expression (6), which establishes howa priori in-
formation is taken into account in the estimation process.
This leads to the conclusion that

di = 1/σ̄2
i (13)

where σ̄2
i is the variance of thea priori information on

state variablei.
The practice in previous applications of the3-M rota-

tions to PSSE (which neglecta priori state information)
has been to initializedi = 0 and ūii = 1.0 for everyU
row, which amounts to assuming thatU is initially a null
triangular matrix [7]. This is consistent with the discus-
sion in Subsection 2.2, since such an initialization actually
means that nothing is known in advance about the states,
that is, theira priori variances are considered infinite.

To conclude, prior information on the states can be
easily considered in the3-M Givens rotations framework
by simply initializing the extra element̄un+1 in Eq. (10)
as x̄i, anddi as given by Eq. (13). Since the same vari-
ables already exist in the conventional formulation, with
the only difference that they are initialized as zero, there
is no extra computational cost for taking into account the
a priori state information.
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4 Topology Error Identification

4.1 Two-stage Strategy for Topology Error Identification

In this paper, we adopt the two-stage strategy for bad
data processing proposed in [1]. In the first stage, the net-
work is modeled at the bus-branch level and conventional
state estimation is performed for the whole network. In
case an error is detected, the region of the network where
it occurs is identified as a “bad data pocket”. The sec-
ond stage is then invoked in order to identify the error.
It makes use of a detailed representation of the bad data
pocket, whose substations are then modeled at the bus sec-
tion level, as described in Section 2.

4.2 Role of the Generalized Normalized Residuals

As already mentioned, the GSE formulation of Sec-
tion 2 provides ageneralizedvector of residuals, which
comprises not only the residuals associated to analog mea-
surements, but also those connected with status pseudo-
measurements. Just as the former can be used to point out
bad analog data, the latter can indicate inconsistencies in
the network topology. Whatever the case, residuals must
be normalized before bad data analysis is performed.

Upon solution of the state estimation problem (5)
through the3-M Givens rotations, the estimation resid-
uals for both measurements (rm) and status pseudo-
measurements (ro) are computed as:

rm = z −Hm x̂ (14)

ro = −Ho x̂ (15)

In order to normalized the residuals, the diagonal entries
of the residual covariance matrix, denoted byC, are re-
quired. C can be computed in terms of matricesD and
Ū , as discussed in [7] and [5]. Its diagonal entries include
both measurement and status pseudo-measurement vari-
ances, so that the residuals in Eqs. (14) and (15) can be
normalized as:

rN
m(i) = rm(i)√

Cm(i,i)
and rN

o (i) = ro(i)√
Co(i,i)

(16)

where Cm and Co are the diagonal blocks ofC cor-
responding to analog measurements and status pseudo-
measurements, respectively.

The occurrence of topology errors can now be detected
by monitoring the residualrN

o (i) of largest absolute value.
If it is found to be larger than a pre-specified thresholdλt,
it is concluded that a topology error has occurred. A typi-
cal threshold value isλt = 3.0.

4.3 Challenges to GSE-based Topology Error Identifica-
tion

Topology error identification performed at the substa-
tion level is subject to some peculiar conditions which
must be addressed when a methodology to tackle the prob-
lem is being devised. The most important are:a) Islanding
problems during the execution of the topology error iden-
tification algorithm, andb) Occurrence of critical data and
critical sets of data involving status pseudo-measurements.

The islanding issue naturally arises when one is deal-
ing with distinct status configurations, since certain com-
binations of breaker status may lead to the formation of
two or more electrical islands. A possible approach to deal
with the problem is to dynamically identify the islands in
order to define multiple reference angles, but this may be
cumbersome to implement.

A much better solution is provided by the insertion of
bus voltage anglea priori information in the estimation
problem, as discussed in Subsection 3.2. With a proper
definition of the corresponding weightsdi, sucha priori
data may function aslatent reference angles for possibly
occurring electrical islands. Accordingly, whenever the
network behaves as a single integrated island the anglea
priori information will have little effect on the estimates.
Should however islanding conditions prevail, thea priori
data ensures that state estimation can be performed with-
out the need of defining multiple reference angles.

As for status pseudo-measurement criticality, it is to
a large extent due to the topology of the reduced net-
work under study, so that simply improving the metering
scheme will have little or no effect to clear the problem
[3]. Under such stringent conditions, hypothesis testing
based on Bayes’s theorem has consistently shown good
performance [4],[5].

4.4 Hypothesis Testing for Topology Error Identification

The Hypothesis Testing Identification (HTI) approach
starts by partitioning the set of modeled circuit-breaker
status intosuspect(S) andtrue (T ) subsets. This is a cru-
cial step to ensure the proper HTI performance, since the
inadvertent inclusion of erroneous data into setT instead
of S violates a basic assumption and thus degrades the
statistical properties of both sets [10]. SubsetS is initially
formed on the basis of the magnitudes of the normalized
residualsrN

o : status of breakerj is included in subsetS if
rN
o (j) > λ, with λ defined as in Subsection 4.2. It should

be mentioned, however, that such a procedure may not be
sufficiently robust to ensure thatS will contain all breaker
with wrong status. This issue will be dealt with in Subsec-
tion 4.5.

Assuming that a reliable set of suspect circuit breaker
statusS has been determined, letns be the number of ele-
ments inS. We define thenull hypothesisH0 as the com-
bination of statuses originally used in setting up problem
(5). Each of the remaining2ns − 1 status combinations
constitute analternative hypothesis.

The purpose of hypothesis testing is to establish if the
observations processed by the state estimator supportH0

or any of the alternative hypothesesHi. We make use
of Bayes’ theorem [4] to decide which hypothesis is best
supported by the observations. LetP (Hi) be thea priori
probability andP (Hi | z) be thea posterioriprobability
of hypothesisHi. According to Bayes’ theorem, we have:

P (Hi | z) =
f (z |Hi)P (Hi)

ns∑
j=1

f (z |Hj)P (Hj)
(17)
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where f (z |Hi) is the probability density function of
z given that hypothesisHi holds. For each hypothesis,
f(z |Hi) can be computed by using the orthogonal solu-
tion of problem (1) and proper forms of matricesH and
R associated with hypothesisHi. As for thea priori prob-
abilitiesP (Hi), their values should be provided as input
data and can be determined from practical experience or
from assumed probability values for breaker status [3].

It is important to remark that the calculation ofa pos-
teriori probabilities as given by Eq. (5) is based solely on
the state estimation results for the null hypothesis. There-
fore, no further state estimation runs for the alternative
hypotheses are required, andf(z |Hi) is obtained from
f(z |H0) by modifying the corresponding covariance ma-
trices [4].

4.5 Enhanced Selection of Suspect Devices

To make sure that all devices with wrong status are
properly included in the suspect setS, we make use of a
geometric test based on the orthogonal projection of the
residuals onto the range space of the residual sensitivity
matrix [12]. A similar test has been employed in [11], but
that was applicable to Lagrange multipliers obtained from
the sparse tableau state estimator.

The relationship between estimation residuals and the
vector ε of errors on analog measurements and status
pseudo-measurements is given by [10]

r = W ε (6)

wherer = [rT
m, rT

o ]T and W is the residual sensitivity
matrix, which relates to the residual covariance matrix as
W = C R−1 [10]. Assume that the preliminary criterion
based on the normalized residual magnitudes has been em-
ployed to label the data assuspect(S) or free of bias(T ).
If the columns of matrixW are partitioned accordingly,
we have

W =
[

WS WT

]
(7)

Suppose that all analog measurements and status
pseudo-measurements inT are perfect. In this case the
error vectorε can be written as:

ε =
[

εS

0

]
(8)

When equations(7) and(8) are substituted in(6) , we
get:

r = WS εS (9)

That is, if all erroneous information are included in the
suspect set, vectorr will lie in the range space ofWS .
Consequently, the angleθ betweenr and its projection
onto the range space ofWS will be zero, and consequently,
cos θ = 1.

The above conclusion is based on the fact that data in
set T are free of noise. However, in practice measure-
ments are subject to random errors with zero mean and
covariance matrixRm so that thecos θ value will not be
exactly equal to1.0, but will approach that value.

Let us now focus our attention on topology errors.
Considering the partition of the residual vector into
S and T subsets restricted to theoperational pseudo-
measurements, we havero = [rT

o,S , rT
o,T ]T . On the basis

of the theoretic developments presented in [12] and [11],
one can shown that

cos θ =

√
rT
o,S (Kss)−1ro,S

(rT
o R ro)

(10)

whereKss = (Co
s )T R−1Co

s , andCo
s is the partition of

covariance matrixCo corresponding to the suspect de-
vices. Notice that the right-hand side of Eq. (10) is rela-
tively simple to compute, so that the computational burden
of implementing the cosine test is low.

To sum up, we propose the following procedure to en-
hance the suspect set pseudo-measurement selection. Eq.
(10) is used to computecos θ considering the current par-
tition of available data into suspect and true subsets. If the
cos θ value is sufficiently close to 1.0, i.e.cos θ > 1 − ε
whereε ∈ [0.01, 0.1] , we conclude that all erroneously
modeled switching branches are in fact included in the
suspect set, so that we can proceed with the hypothesis
testing step. On the other hand, a value ofcos θ sig-
nificantly different from1.0 is an indication that not all
switching branches with wrongstatushave been selected
as suspect. The suspect set is then redefined by decreasing
the thresholdλ and the cosine-test is re-applied to the new
suspect set. This procedure is repeated until the cosine-
test is satisfied, i.e. untilcos θ ≥ 1− ε.

Figure 1: IEEE-24 bus test system

5 Simulation Results

The IEEE-24 bus test-system presented in Figure 1 is
used to assess the performance of the proposed method-
ology for topology error identification. In the implemen-
tation, a linear version of the network is considered. As
remarked in Subsection 4.1, the identification procedure
is conducted in the second stage of the state estimation, so
that suspect substations are represented at the bus section
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level. In what follows, attention will be focussed on sub-
stations (STs) corresponding to buses 14, 15, 16 and 24 of
the test system, whose description and substation data can
be found in [13].

The tests conducted with the orthogonal estimator are
based on the same topology errors simulated in [4], which
employs a sparse tableau estimator. Simulation results
are separated into two groups, A and B. Figures 2 and 3
show the detailed representation of the anomaly region for
Cases A and B, respectively. The same conditions used in
[4] are applied in the tests presented in this section, that is,
the flow at both ends of all transmission lines and the in-
jection at each bus are monitored, and measurements have
been simulated as noisy, with covariances around 2% of
the true values.A priori information are considered and
modeled as described in Subsection 3.2. The actualstatus
of the switching branches and those among them for which
the power flow is monitored are represented in Figures 2
and 3.

Figure 2: Anomaly region for Case A

Figure 3: Anomaly region for Case B

Table 1 summarizes the simulated topology errors for
Cases A and B. The second and third columns of the ta-
ble show the error type and the circuit breakers (CBs) in-
volved in each test. The correct and simulatedstatusfor
those devices are presented in the two remaining columns
of Table 1, where “0” and “1” represent open and closed
status, respectively.

5.1 Case A

This section describes the results of a topology error
of the inclusion type simulated on the network represented
in Fig. 2. In what follows,fBk

and∆δBk
stand for active

power flow through and voltage angle difference across
circuit breakerBk, respectively.

Error Status
Case Type CB Correct Simulated

A Inclusion

B1

B7

B10

0
0
0

1
1
1

B Multiple Exclusion
B1

B5

1
1

0
0

Table 1: Simulated Topology Errors for Cases A and B

In Fig. 2, transmission line TL is out of service for
the proposed operational condition, but the reported sta-
tus of breakersB1, B7 andB10, which are wrongly as-
sumed closed, bring about an inclusion error involving that
branch. When the erroneous configuration is considered,
those switching branches will be radially connected to the
transmission line. The resulting criticality problem is cir-
cumvented by extending the corresponding anomaly zone
[4].

Inclusion Error - Case A2
Suspect Operational Constraints Suspect

λ = 3.0 cos θ Set

∆δB1=0 ∆δB8=0
∆δB3=0 ∆δB9=0
∆δB6=0 ∆δB10=0
∆δB7=0

0.9971

B1 B8

B3 B9

B6 B10

B7

Table 2: Suspect Set Selection Results for Case A2

The suspect operational constraints selected withλt =
3.0 are shown in Table 2. The cosine test indicates that all
erroneous constraints are included in the suspect set. the
cosine value. Hypothesis testing is then performed on the
statusof the seven suspect devices. Notice that each alter-
native hypothesis results in a different network configura-
tion, comprising different islanding and isolated nodes in
the system. The use ofa priori information as proposed in
this paper avoids the need of identifying the connected net-
work components and defining angle references for each
of them.

Table 3 shows the largest conditional probability val-
ues obtained for this case. The value associated to the
correctstatusof the suspect breakers is the largest among
them, indicating that breakersB1, B7 andB10 should be
open, and at the same time confirming the assumed status
for the remaining suspect devices.

Suspect Set Hypotheses:Hi

{B1, B3, B6, B7, B8, B9, B10}
P (Hi|z)

{0 1 1 0 1 1 0}
{0 1 1 0 1 1 1}
{0 1 11 1 11}

0,99996
0,00001
0,00001

Table 3: Hypotheses Testing Results for Case A2

5.2 Case B

Case B consists of an exclusion error simulated in the
anomaly zone shown in Figure 3. The transmission line re-
ferred to as TL in that figure is erroneously excluded from
the system model. This error involves thestatusof circuit
breakersB1 and B5, which are reported as open to the
state estimator. This case illustrates the importance of the
collinearity test in topology error processing, as discussed
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next.
The operational constraints selected as suspect using

the first threshold (λ = 3.0) are shown in the first column
of Table 4, while the corresponding cosine value obtained
from the corresponding collinearity test appears in the sec-
ond column. Since his value is significantly smaller than
1.0, one concludes that not all erroneous constraints have
been properly selected. Thresholdλ is then reduced until
the collinearity test is satisfied, which occurs forλ=0.5.
The remaining columns of table 4 show the suspect opera-
tional constraints, the corresponding cosine value, and the
resulting suspect set, which contains the erroneous circuit
breakers.

Exclusion Error - Case B2
Suspect Operational Constraints Suspect

λ=3.0 cos θ λ=0.5 cos θ CB

fB9 = 0
fB12 = 0 0.484

fB1 = 0
fB5 = 0
fB9 = 0
fB12 = 0

0.966

B1

B5

B9

B12

Table 4: Suspect Set Selection Results for Case B2

The conditional probability values are determined by
applying the hypothesis testing on the suspect set, con-
sideringa priori information. They are found to be prac-
tically zero for all alternative hypotheses, except for hy-
pothesis {1 1 0 0} for which the conditional probability is
equal to 1.0. This hypothesis represents the correctstatus
combination for the suspect set of circuit breakers, thus
identifying the exclusion error.

6 Conclusions

This paper introduces two improvements to topology
error processing through Givens rotations-based general-
ized state estimators. The first one is the embedding of
a priori state information into the orthogonal estimator
framework. It is shown that the three-multiplier version
of Givens rotations easily accommodatesa priori infor-
mation at virtually no extra cost.A priori data on bus volt-
age angles provide a convenient way of handling disjoint
network components (islands) which usually occur in the
course of topology error processing.

The second contribution enhances the performance
of hypothesis testing for topology error identification by
making sure that all devices with wrong status are in-
cluded into the suspect setS submitted to the statistical
tests. This is accomplished through a geometric proce-
dure which is simple to implement and conclusive on the
completeness of setS.

The combination of the various tools discussed in the
paper has been applied to identify topology errors simu-
lated on the IEEE-24 bus test system. A step-to-step ac-
count of the results is presented.
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