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Abstract - In this paper we demonstrate how dynamic ob-
servers can be used to monitor system-wide electromechan-
ical (or “swing”) dynamics in power systems. We illus-
trate how to design these observer-based monitors, which
can dynamically estimate the state of the system or detect
and identify specific occurrences of faults in the system, in
the presence of disturbances and uncertainty. We demon-
strate our monitor design approach on a small 3-bus and an
intermediate-sized 179-bus power system model.
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1 Introduction

In this paper we discuss two types of monitoring tasks:
dynamic state estimation, and fault detection and isola-
tion (FDI). Power system state estimation in the traditional
sense has mainly focused onstatic estimation fromredun-
dant measurements [1]. There also exists literature in the
power system field on dynamic-state estimation, which
deals with: recursive processing of measurements, but
with no dynamics in the state [2, 3]; orslow-speed state
dynamics induced byload variations, and these dynamics
are estimated on-line in various ways using load forecast-
ing ideas [2, 4].

Swing-state estimation implies estimating the dynamic
variations of bus angles and generator speeds, but not the
bus-voltage magnitudes. The ideas and approaches set
forth in this paper can be extended to include voltage dy-
namics of the system, but such an extension is left for fu-
ture explorations. Literature discussing dynamic swing-
state estimation can be found in [5, 6, 7, 8, 9, 10]. Modir
et al. [5] used a linear Kalman filter to estimate the small-
signal swing state of a power system. The filter was used
in a modular setup, where the steady-state voltage mag-
nitudes and bus angles were updated by a static state es-
timation scheme. In [6], the single-machine, infinite-bus
case was investigated and a nonlinear gain-scheduled ob-
server was used to estimate the swing state of the single
machine (voltage magnitudes were assumed constant). In
[7], a recurrent artificial neural network was used to es-
timate the swing state of a network while assuming that
voltages are constant. In [9, 10], a mixture of generator
and load buses was modeled via a nonlinear Differential
Algebraic Equation (DAE) swing model, in contrast to
the linear collapsed all-generator network investigated in

[8]. In [8, 9], Linear-Quadratic-Estimator gains were de-
signed using a linearizedstate-space model. Such a gain
was then used in a nonlinear-DAE extension of the linear
state-space observer.

In this paper we highlight our extensions from [9] as de-
tailed in the thesis [10]. We demonstrate how to design
observer-based monitors, using a novel graphical design
approach developed in [10]. The observer can function
in the presence of unknown system changes (e.g. load
changes, generation changes, line outages) that were not
explicitly studied in [5, 6, 8], in order to achieve different
functions (i.e., state estimation or FDI). (Only state esti-
mation was investigated in [5, 6, 7, 8, 9].) This intuitive
design approach makes it potentially feasible to realize ob-
servers for potentially large systems without running into
intractable computation issues.

In [11], model-free methods (i.e., signal processing ap-
proaches) using local measurements are employed to esti-
mate and predict power-system swings and their damp-
ing. In order to compute good estimates the investi-
gated methods rely on persistently excited signals with
high signal-to-noise ratios. The author concludes that
real-time monitoring of electromechanical oscillation fre-
quency and damping is possible for systems with a sin-
gle dominant mode, but also determines that one- and
M -step-ahead predictors’ performances were not satisfac-
tory. The observer-based monitoring framework discussed
in this paper has the potential to be used for constructing
state predictors. The model used in the observer provides
the monitor with the ability to predict future system be-
havior, when the observer simulator runs faster than real-
time. The observer runs open loop during the prediction
stage and relies on the internal model to predict system
behavior. When measurement updates are available, the
estimation loop is closed, bringing the estimate closer to
the system state.

A hybrid simulation technique that joins the simulation
and measurement worlds of power system planning and
operation was introduced in [12]. This tool simulates the
dynamics of a reduced part of a network. High-quality
synchronized measurements are used as external driving
variables to this system, aggregating the influences of the
rest of the network on the reduced part. Our observer-
based framework can also be used to create an on-line
monitor for such a reduced network. Both our approach
and the one in [12] assume that a dynamical model of the

1This work was supported under the AFOSR DoD URI F49620-01-1-0365: “Architectures for Secure and Robust Distributed Infrastructures”.
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reduced network is available. The boundary of the reduced
network in [12] is drawn at the buses where the mea-
surements are taken, whereas with our approach we have
some flexibility in drawing this boundary (i.e., we can ex-
pand or contract it around the locations of the ‘boundary’
measurements) and our approach also permits advantage
to be taken of additional measurements inside the bound-
ary in constructing an observer. In effect, [12] constructs
an open-loop reduced-order observer (i.e., an uncorrected
simulator of a part of the network), whereas our approach
permits the use of a correction term based on measure-
ments internal to the reduced network.

The rest of the paper is organized as follows. In Section
2, we discuss the swing model of a power system briefly.
Section 3 discusses the observer structure. In Section 4,
we introduce the novel observer design method. In Section
5, we illustrate the working of our observer-based moni-
tors. In Section 6, we summarize our results and discuss
additional design issues.

2 Electromechanical Model of Power Systems

We focus on the swing model associated with
transmission-level power system models, and assume that
loads do not exhibit dynamics on the time-scale of in-
terest. These loads can represent aggregated load areas or
distribution networks. In this paper we view these loads as
constant powers that can change in an abrupt fashion (e.g.,
load shedding). We furthermore assume that voltage-bus
magnitudes are controlled at1p.u., effectively omitting
voltage dynamics. The nonlinear DAE swing model has
the following functional form:

Mẋ = f(x, u, w), (1)

where:x =
[

θ′g ω θ′l
]
′

∈ R
n is the vector of inter-

nal variables of the above DAE;θg is a vector of machine
angles at generator buses;θl is a vector of voltage angles
at load buses;ω is a vector of generator speed deviations
from synchronous;M is singular because of the lack of
dynamics at load buses;n is equal to the number of buses
plus the number of generator buses in the network. The el-
ements ofθg andω are state variables, while the elements
of θl are algebraic variables. The elements off are non-
linear functions (obtained from the power flow equations
on the network and the swing equations of the generators)
of x, the known inputsu and the unknown inputsw. u

is obtained from solving the dispatch problem and some
sources ofw are discussed in Section 3.

The measurements taken in the system are denoted by
y = g(x) + v, whereg is a nonlinear functionx andv

is the vector of measurement disturbances. In [10], we
considered five types of measurements: bus angles; gener-
ator speeds; power injected into the network at the buses;
power flow on the lines; and angle differences across lines.
In this paper we confine our attention to bus angle mea-
surements.

3 Observer-Based Monitors

In order to monitor the dynamical system (1), we advo-
cate the use of an observer. We can use the same ob-
server framework to create two types of monitors: a state-
estimation monitor and a FDI monitor. We will discuss
these two types of monitors shortly.

We use a nonlinear dynamic model of the system in the ob-
server, to accumulate over time and interpolate over space
(i.e., over the entire network) the information contained in
measurements obtained from a select set of sensors. The
proposed observer has the form

M ˙̂x = f(x̂, u, w = 0) + Lz (2)

z = y − ŷ, (3)

whereM , f , u, w are as defined in (1),̂x is the inter-
nal variables of the DAE observer,L is the observer gain,
andŷ = g(x̂). The designed observer will have the same
number of internal variableŝx asx in the model (1). The
number of design variables inL is equal ton× q, whereq
is the number of measurementsy.

Other possible nonlinear observers were considered in
[10], but (2) was selected because existing nonlinear time-
domain simulators of power systems can be used to par-
tially realize (2). In order to fully realize (2) we provide
real-time inputs that are proportional toz = y − ŷ.

In [10] we settled on using linear techniques to designL,
hence we will focus on the following linearized version of
(1) andy,

M ˙̃x = Ax̃ + Bũ + Ew (4)

ỹ = Cx̃ + v, (5)

where a vector in the nonlinear system can be expressed
asζ = ζ + ζ̃ with ζ being the steady-state vector andζ̃

the vector of deviations from this steady-state (assumed
small when deriving the linearized model). For this lin-

earized model we haveA ,

[
∂f
∂x

]

x,u,w
, B ,

[
∂f
∂u

]

x,u,w
,

C ,

[
∂g
∂x

]

x,u,w
, E ,

[
∂f
∂w

]

x,u,w
, w = 0 andv = 0.

Linearizing (2) at the current operating point we obtain the
linearized observer

M
˙̂
x̃ = Ẫx + Bũ + L(ỹ − ̂̃y) (6)
̂̃y = Ĉ̃x, (7)

whereM,A,B,C are as defined earlier. We stress that
we only consider (6) and (7) for design ofL and not for
observer realization. Defininge = x̃ − ̂̃x a DAE system
for the observer-based monitoring problem is found as

Mė = (A − LC)e + Ew − Lv (8)

r = QCe, (9)
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wherer is defined as the residuals and we use(M,A −
LC,E,QC) as shorthand for this DAE-monitor system.

The DAE swing model (4) and (5) can be expressed as an
equivalent state-space system, for which we can design a
linear state-space observer that generally has smaller di-
mension than (6). We followed this approach in [9], but in
[10] we showed that if we keep the system in DAE form
and design a DAE observer we have additional degrees of
freedom for observer design of systems where unknown
inputsw are present.

Sources of Unknown Signalsw
Various perturbations and uncertainties in the power sys-
tem can be modelled in the formEw. Perturbations such
as load/generation changes, generator outages, line flow
perturbations (e.g., line outages or short circuits) as well
as uncertainties of line parameters and generator inertias.

An unknown line change occurring on lineh will impact
the entries inA associated with the contributions of lineh.
In [10], we show that each line change (or uncertain line
parameter) will have an associated rank one perturbation
matrix Ãh in (4), for which we can model̃Ahx̃ = Ew.

Another source ofw can be changes in adjacent unmod-
eled power systems. In this case our study area is given
by (4) and the influences from the rest of the network on
our study area can be thought of asw signals. We can thus
make our estimator insensitive to changes in adjacent net-
works, or make it sensitive to indicate that a neighbor is
experiencing problems.

Before discussing our observer design method we high-
light the types of monitors studied in this paper.

State-Estimation Monitor
The purpose of the state-estimation monitor is to havex̂

be an estimate ofx, forcing e to tend to zero in the pres-
ence of nonzero unknown signalsw and for nonzero initial
conditionse(0) = x(0) − x̂(0). In this paper we assume
that e(0) = 0 and we are interested in forcing as many
entries inGew(s) = (sM − A + LC)−1E to zero ass
tends to zero. HereGew(s) is the transfer function matrix
from unknown signalsw to errorse. In order to achieve
this requirement we haveL available for design. Observer
design in the presence of unknown signals is challenging,
but the design method we introduce in the next section
provides an intuitive approach to accomplish this task.

FDI Monitor
We partition w to distinguish between faults we want
to identify α and disturbances we want to attenuateβ,
and accordingly formEα and Eβ from E. The objec-
tives of the FDI monitor are to have haveGrα(s) =
QC(sM − A + LC)−1Eα be upper triangular — to
aid with fault isolation and identification — and have
Grβ(s) = QC(sM − A + LC)−1Eβ be identical to zero

for all s [13]. This will insure that the filter’s residuals
r will be significantly nonzero whenα is nonzero, and
r will not be impacted by nonzeroβ’s. In [13], the au-
thors provide necessary and sufficient conditions the sys-
tem(M = I,A,E,C) has to satisfy in order for the FDI
problem to be generically solvable.

Number and Placement of Measurements
In [13], the generic solvability of the FDI problem is in-
vestigated for structured state-space systems of the form
(4) and (5) withM = I andv = 0. The authors provide
necessary and sufficient conditions under which the FDI
problem for a system(M = I,A,E,C) has a solution.
The authors do not discuss the design ofQ andL, but their
result is useful when measurements are selected/placed for
observer-based monitor design.

4 Graphical Observer Design

In [13, 14], generic properties of linear structured systems
(such as controllability) are studied in a qualitative way.
In these studies directed graphs are associated with lin-
ear structured systems. The structure in such a system is
obtained from all the zero entries in the system matrices,
and all the nonzero entries are viewed as free parameters.
Our interest is in the use of graphical techniques to dis-
play system structure, but results on generic properties are
of less interest, since our models don’t typically have free
parameters in the sense of [13, 14].

For the linear structured system(M,A − LC,E,QC)
given by Equations (8) and (9) (withv = 0) we have
e ∈ R

n; w ∈ R
m; and r ∈ R

p. We can asso-
ciate a directed graphG(V,Z) with this system.V de-
notes the set of vertices of the directed graph and is ob-
tained by formingV = E ∪ W ∪ R, whereE,W,R

are the sets{e1, e2, · · · , en}, {w1, w2, · · · , wm},
{r1, r2, · · · , rp} respectively. Hence the variables of the
system description form the vertices of the directed graph.

The arc setZ is obtained by forming the union ofEw =
{(wi, ej)|Eji 6= 0}, Ee = {(ei, ej)|Aji 6= 0}, Em =
{(ei, ej)|Mji 6= 0}, Er = {(ei, rj)|Qj,:C:,i 6= 0}, and
El = {(ei, ej)|Lj,:C:,i 6= 0} (whereQj,: andLj,: repre-
sents rowsj of Q andL respectively, andC:,i represents
columni of C). The above edge weights are obtained from
the system matrices, except forEl, which we will design.
In the studies discussed in [13, 14], the authors view the
edge weights of the arcs as free parameters and are not
concerned with the quantitative information contained in
these weights. We will use these weights, which are a
function of the current operating point, for observer de-
sign.

Due to the diagonal structure ofM the setEm will con-
sists of self-cycles at the differential variable vertices[14].
These additional loops do not provide us with extra in-
sight into observer design and they will not be drawn in
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the directed graph example that will follow. Also, when-
everQC = I we will not explicitly draw theEr edges.

We will demonstrate our novel observer-design approach
on a three-bus power system example, which consists of
one generator and two loads as shown in Figure 1. This
system has three bus angles, one generator speed and
M = diag

([
1 1 0 0

])
.

b
2

1

2

3

b
3

b
1

e1 = θ1 − θ̂1

e2 = ω1 − ω̂1

e3 = θ2 − θ̂2

e4 = θ3 − θ̂3

Figure 1: Three-bus system and the definition of the elementsei in E.

We assume that the system is subject to an unknown
load change at bus 3, i.e.,E =

[
0 0 0 1

]
′

, and
that we measure the voltage angle at bus 2, i.e.,C =[

0 0 1 0
]
. The system matrixA is given as

A =




0 1 0 0
−b1 − b2 −d b1 b2

b1 0 −b1 − b3 b3

b2 0 b3 −b2 − b3


 .

The unassigned observer gain is given asL =[
l1 l2 l3 l4

]
′

, and we can now write

A−LC =




0 1 −l1 0
−b1 − b2 −d b1 − l2 b2

b1 0 −b1 − b3 − l3 b3

b2 0 b3 − l4 −b2 − b3


 .

We will only highlight our design approach and the inter-
ested reader is referred to [10] for more details:

1. Draw G(V,Z) for the error dynamical system
(M,A − LC,E, I). See Figure 2(a) for the design
setup.

2. Eliminate forward paths (by choosing the values
of L appropriately) inG(V,Z) from the e-vertex
where theEl arcs originate (i.e., the measured vari-
able), except the forward path to thee-vertex di-
rectly impacted byw. (This latter edge has a weight
of ξ = b3 − l4.) For our example we choosel1 = 0,
l2 = b1, andl3 = −b1 − b3. See Figure 2(b) for the
design result. From this figure we notice that some
signal flow paths inG(V,Z) were eliminated.

3. ξ can now be chosen in order to realize the two types
of monitors for:

• state estimation by choosingξ to be large in
order to attenuate the effect ofdisturbancew.
Gew(s) =

[
0 0 1

ξ
0

]′
.

• FDI by choosingξ small in order to amplify
the effect offault w. Grw(s) = 1

ξ
.

e2 e1

e3

e4

w
1

1

−b1 − b2

b1

b2

b3

b1

b3

b2

−d

−b1 − b3

−b2 − b3

−l3

−l1−l2

−l4

(a) Design Setup

e2 e1

e3

e4

w
1

1

−b1 − b2

b1

b2

ξ b3

b2

−b2 − b3

−d

(b) Design Result

Figure 2: Graphical Observer Design withC =
�

0 0 1 0
�
.

5 Monitor Examples for an 179-Bus System

In this section we study an 179-bus aggregated version of
the Western States Coordinating Council (WSCC) power
system2. The one-line diagram of this system is shown in
Figure 33. The system consists of 29 generators and 150
load buses and the model of form (1) for this system has
208 internal variables with 58 state variables and 150 al-
gebraic variables. In Figure 3 we indicate the locations
of angle measurements we will use for observer design:
y1 = θ78, y2 = θ59, y3 = θ83, andy4 = θ2.

In Figure 3, we also indicate the locations where unknown
power injections/extractionsw1 to w4 can occur. In our
example we assume that occurrences of these unknown
inputs are in the form of pulses. In Table 1 the various
pulses are described.

In this section we will illustrate the functioning of the two
types of monitors we discussed in Section 3.

In all of the following simulations we assume that the gen-
erators are uncontrolled. We introduce some parametric
model uncertainty into the system model, by assuming
that the parameters of the system are randomly perturbed
by 10% (using an uniform distribution) around their nom-
inal values. We use these nominal values in the realiza-
tion of the observer. In this paper we do not design the

2We would like to thank Professor A. G. Phadke at VPISU, Professor V. Vittal at Arizona State University and Xiaoming Wang atIowa State University
for sharing the aggregated WSCC 179 bus model with us.

3A special thank you to Xiaoming Wang for providing us with thisone-line diagram.
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observer to be robust to these introduced parameter un-
certainties, because we want to demonstrate how well the
observer performs even in the presence of moderate para-
metric model uncertainty.

w1 = P̃67 w2 = P̃41 w3 = P̃100 w4 = P̃85

[p.u.] -1 1 1.5 -1.5
td [s] [1, 3] [2.5, 5] [0.001, 7] [0.001, 7]

Table 1: Amplitude and duration of perturbations and faults.
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Figure 3: One-line diagram of an aggregated WSCC network, illustrat-
ing fault, disturbance and measurement locations. (Acknowledgement:
A. G. Phadke, V. Vittal, X. Wang.)

We also assume that the initial conditions of the system
and the observer are the same in order to avoid solving
the power flow problem for the perturbed system before
commencing the dynamic simulation. This approach also
limits the impact of transients due to a large mismatch in
initial conditions of the systemx(0) and the observer̂x(0).
In this paper we do not design our observer to attenuate
the effect of such a mismatche(0), and hence we choose
x(0) = x̂(0) in order to limit the impact of a nonzeroe(0)
on the performance assessment of the observer. In practice
we can limit the effect of nonzeroe(0) on the desired mon-
itoring task by using additional measurements to move the
eigenvalues of the(M,A − LC) system in order to force
transient trajectories ofe that are driven bye(0) to decay
to zero.

State Estimation
As part of the observer design we associate each measure-
ment with an unknown signalw. In this example we as-

sociateyi with wi for i ∈ [1, · · · , 4]. In this example all
wi’s given in Table 1 are seen as disturbances, and each
ξi (as defined in Section 4) is set large (i.e.,1 × 104).
We also found that by choosing theξi’s to be 1 × 104

we had‖A‖2 = ‖A − LC‖2. The other nonzero en-
tries inL are obtained from extracting entries fromA as
discussed in Section 4. After constructingL we check
whether(M,A − LC) is stable, and if this is indeed the
case we useL in the realization of (2).

0 1 2 3 4 5 6 7 8 9 10
13
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14

14.5

15

15.5

16

Time [s]

[d
eg

]

θ
73

 − θ
COI

 and θ^
73

 − θ^
COI

System
Obs 1

(a)θ73 − θcoi vs. bθ73 −
bθcoi

0 1 2 3 4 5 6 7 8 9 10
−24

−22

−20

−18

−16

−14

−12

Time [s]

[d
eg

]

θ
99

 − θ
COI

 and θ^
99

 − θ^
COI

System
Obs 1

(b) θ99 − θcoi vs. bθ99 −
bθcoi

Figure 4: Selectedx trajectories of the system (solid lines) compared to
their correspondingbx trajectories.

In the sub-figures of Figure 4, two system trajectories are
compared to their corresponding observer estimates, in re-
sponse to the events described in Table 1. In these figures
system anglesθi’s are expressed relative to the evolution
of the center-of-inertia angleθcoi. The observer angles
θ̂i’s are expressed relative to the observer’sθ̂coi. The two
angle trajectory comparisons shown in Figures 4(a) and
4(b) were identified by evaluating‖θi − θ̂i‖2 for each of
the 179 bus angles and then choosing the one with the min-
imum norm (Figure 4(a)) and the one with the maximum
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norm (Figure 4(b)). From both of these plots we notice
that the observer’s estimates track the trend of the system
trajectories satisfactorily, even though the estimate in Fig-
ure 4(b) has higher frequency dynamics superimposed.

Fault Detection and Isolation
For this exampley1 andy2 are used to detect the occur-
rences ofw1 andw2 respectively. We usey3 andy4 to
attenuate the effect of nonzerow3 andw4 disturbances.
From Section 4 we know that ifwk is a fault we want to
detect, we setξk to be very small, and ifwk is a distur-
bance,ξk is set very large. For our current example we set
ξ1 = 50, ξ2 = 50, ξ3 = 1 × 104, andξ4 = 1 × 104. After
constructingL we check whether(M,A − LC) is stable,
and if so we useL in the realization of (2).

In Figure 5, the response of the designed observer-based
monitor is shown in response to the events described in
Table 1. We note that the monitor attenuates the occur-
rence of disturbancesw3 andw4, as well asdetects and
isolates the occurrences ofw1 and w2 that occur sepa-
rately as well as simultaneously. We notice thatz3 andz4,
which are driven by the disturbances, stay approximately
zero and can be left out of the FDI monitor by choosing
Q =

[
I2 0

]
.
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0.5
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3
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FDI Monitor: 179 Bus; 2 Faults, 2 Distrubances

Time [s]

Figure 5: Output of observer-based monitor in response to the events
described in Table 1. Herez = y − by andr = Qz.

In the sub-figures of Figure 6 a select fewx trajectories are
compared to their correspondinĝx trajectories. From Fig-
ures 6(a) and 6(b) we notice that the observer’s estimates
track the system trajectories, except during the event pe-
riods when faultsw1 andw2 occur. In Figures 6(c) and
6(d) we show that the FDI monitor also provides us with
a good voltage-angle estimate at bus 83 and a good speed-
state estimate of the generator at bus 140. Note that the
monitor does not use any speed measurements, hence the
good speed estimate is due to the use of the system model
in the observer realization.
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(c) θ83 − θcoi vs. bθ83 −
bθcoi; y3 = θ83
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Figure 6: Selectedx trajectories of the system (solid lines) compared to
their correspondingbx trajectories.

6 Conclusions

In this paper we demonstrated how observer-based mon-
itors can readily be designed for an 179-bus power sys-
tem model by using a novel graphical observer-design
technique developed in [10]. We discussed the design
of two types of observer-based monitors, i.e., the state-
estimation monitor and the fault-detection-and-isolation
monitor. We demonstrated the design and performance
of a fault-detection-and-isolation monitor on an 179-bus
power system model.

This graphical observer-design technique is powerful in
designing the steady-state output of the monitor, but it
provides no stability guarantees for the monitoring sys-
tem. After designing the desired steady state output, little
to no degrees of freedom are left to move the eigenvalues
of (M,A − LC). If the filter is unstable, extra measure-
ments can be added in order to move the eigenvalues of the
(M,A − LC) system. For such situations we propose a
dual design approach, where we first identify the unknown
inputs, then use specific measurements to achieve the de-
sired monitor task. In the second step we use additional
measurements for the sole purpose of moving the eigen-
values of the filter by using an eigenstructure assignment
technique, to ensure that the monitor will be stable when-
ever the monitored system is stable.

In this paper we focussed on the swing dynamics of a
power system, but the ideas presented here can be ex-
tended to include voltage dynamics. In [10] we investi-
gated how a range of disturbances and uncertainties can
be modelled, and with our design approach we can attenu-
ate the effect of these uncertainties on the performance of
our monitors.
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